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PROGRAMME HIGHLIGHTS

e Gain practical experience by applying theoretical knowledge to real-world cybersecurity
challenges and solutions;

e Develop skills and competencies that are highly valued by the industry; and

e Aligned with industry standards, encompasses FOUR core cybersecurity topics and foundational
knowledge in Software Security, Network Security, Data Security and Security Management and
Human Factor ensuring a well-rounded education in cybersecurity.
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Entrance Requirements

Higher Diploma OR equivalent sub-degree qualifications/studies in a relevant area of study (e.g. Information Technology, Computing,
Cybersecurity, etc.). All applicants are screened and selected by an Admission and Interview Panel. Interviews are conducted in
English.
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For online application: o j\g—ff‘ﬂt‘fﬁiﬁ This programme is recognised under the QF (Level 5)
VTC Web-based Admissions System  VTC AZ2EESEZRKAE . BERIE [RREEEAEEEDESE BEERERIS.
www.vtc.edu.hk/admission www.vtc.edu.hk/admission Qualifications QR Registration No. RS : 256/000736/L5

Framework  Registration Validity Period 7 2%88: 01/09/2025 - 31/08/2028
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Career Prospects M=

Graduates may enter career as Security Analyst, System Security BEATEBARRED DI « R4Z2EIE
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Professional Recognitions HEA0]

Graduates are ready to sit in the following certification examination: AERFRE A R AR D e 4

e Cisco CyberOps Associate certification o EF| CyberOps TA2Ef

e Certified Information Systems Security Professional (CISSP) o SRS LERIEER

e Certified Secure Software Lifecycle Professional (CSSLP) o B LR ENBEERER

e Offensive Security Certified Professional (OSCP) e Offensive Security 208 R

e Certified Information Systems Auditor (CISA) o EIAMRIEZ BN

Programme Structure sR24E18

MODULE TITLE CORE / ELECTIVE
Briis Bl / 3EE
English for Academic Studies 2 GE Core
Chinese 2 EHAZOEBIT

Algorithms & Complexity for Security

Introduction to Cryptography

Network & Cyber Defence
Ethical Hacking Programme Core
Software Development Security HRIZZO0ETT

Operating System Security

Designing Secure Systems

Human Behaviour in Cyber Systems

(Year 3 Summer Semester) Work-Integrated Learning

* PROGRAMME ELECTIVE MODULE 3} 2 E € B 7T

Applied Cryptography & Blockchain Technology OR  Cyber Warfare
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